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The information in this document is subject to change without notice and describes only the 
product defined in the introduction of this documentation. This document is intended for the 
use of Nokia's customers only for the purposes of the agreement under which the document is 
submitted, and no part of it may be reproduced or transmitted in any form or means without 
the prior written permission of Nokia. The document has been prepared to be used by 
professional and property trained personnel, and the customer assumes full responsibility 
when using it Nokia welcomes customer comments as part of the process of continuous 
development and improvement of the documentation. 

The information or statements given in this document concerning the suitability, capacity, or 
performance of the mentioned hardware or software products cannot be considered binding 
but shall be defined in the agreement made between Nokia and the customer. However, 
Nokia has made all reasonable efforts to ensure that the instructions contained in the 
document are adequate and free of material errors and omissions. Nokia will, if necessary, 
explain issues which may not be covered by the document. 

Nokia's liability for any errors in the document is limited to the documentary correction of 
errors. NOKIA WILL NOT BE RESPONSIBLE IN ANY EVENT FOR ERRORS IN THIS 
DOCUMENT OR FOR ANY DAMAGES, INCIDENTAL OR CONSEQUENTIAL (INCLUDING 
MONETARY LOSSES), that might arise from the use of this document or the information in it.* 

This document and the product it describes are considered protected by copyright according 
to the applicable laws. 

NOKIA logo is a registered trademark of Nokia Oyj. 

Other product names mentioned in this document may be trademarks of their respective 
companies, and they are mentioned for identification purposes only. 

Copyright © Nokia Oyj 2002. All rights reserved. 
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TETRA - the new global radio 
communications standard 



For decades, radio communication has been the solution for flexible and 
efficient communication in the field. Radio enables instant communication 
between two or more people simply by pressing a button. This push-to-talk 
feature and the ability of people to communicate in groups is fundamental for 
authority communication. 

In most Public Safety organisations around the world, communication is a hot 
item - in many countries old equipment must be renewed during the next few 
years. The change from conventional analogue to intelligent digital radio 
networks is a big one, involving both technical and financial complexity, 
especially for the users. 

One of the leading standards in digital radio is TETRA, an abbreviation of 
TErrestrial Trunked RAdio. It has been defined and approved by the European 
Telecommunications Standards Institute (ETSl) to be the only official European 
Standard for digital Professional Mobile Radio (PMR). Accordingly, TETRA is 
a global standard for radio communication in the same way that GSM is the 
mobile telephony standard. 

In their every day activities, public safety organisations need various kinds of 
communications services. TETRA offers both the usual cellular services as 
well as professional radio services such as group communication, field 
workforce management services (dispatching) and efficient data services. 
TETRA is a unique combination of group voice communications, mobile 
telephony and mobile data services specifically designed for authority use. 

TETRA is a purpose built technology that offers public safety and security 
organisations major advantages over conventional radio systems to. it was 
developed to meet the needs of the most demanding professional radio users 
who need fast one-to-one and one-to-many radio communication using voice 
and data in their daily work. Users are typically public safety and security 
organisations such as police, fire and rescue forces. TETRA fulfils the needs of 
professional users and replaces old analogue and proprietary radio 
communication systems that no longer meet professional radio-communication 
needs. 
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1.1 From proprietary solutions to open standards 

Even today, most police, Fire, rescue and border services have their own, often- 
incompatible private radio systems, which are based on vendor specific 
proprietary technologies. These are usually analogue systems with no security 
features. In some cases, authorities are dependent on commercial services with 
no guarantee of availability in the event of a major catastrophe. 

The world is changing fast and communications methods need to improve 
accordingly. With the introduction of TETRA, today's authorities can source 
their network from many vendors, ensuring greater choice, more cost- 
effectively and with higher quality. Interoperability between all vendors is vital 
for the market success of users, operators and manufacturers and TETRA meets 
this requirement also. 



1.2 From conventional analogue systems to digital 
TETRA 

A conventional radio system consists of one or more base stations, which 
receive and amplify the weak signal received from a radiotelephone. For this 
reason they are often also known as repeater systems. In a conventional radio 
system there is no intelligent switching in the network. All radio users who have 
tuned their radio to the same frequency i.e. channel, can hear each other and 
there is no call privacy. The users have to agree in advance, which channel they 
use for communication. Channel selection is typically done with a rotary knob 
on top of the radio. 

I n TETRA, groups of users are defined in the TETRA users' radios in advance 
and communication between group members takes place simply by selecting the 
group with a rotary switch or menu keys and pressing the press-to-talk button 
on the radio. 

Only those radio users who belong to the same group can hear and participate in 
the communication. The channel is of no interest to the radio user, because the 
TETRA system automatically puts the group members onto a free channel. The 
same applies to a person-to-person i.e. individual calls. 
In a conventional radio system, individual, private calls are not possible. In 
TETRA, individual calls work the same way as in cellular systems such as 
GSM. Call privacy is also granted. 

Finally, conventional radio systems are in most cases analogue systems. 
TETRA is fully digital, which means better voice quality, more advanced data 
features and more efficient use of valuable frequency spectrum, 
in the past, trunked radio technology was only available as a proprietary 
solution from specific manufacturers. This resulted in a large variety of 
overlapping private networks, each with its own frequencies and ways of 
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working. The possibilities for co-operation were minimal. This was also an 
expensive way to build networks. 



1.3 From small private networks to nationwide 

Like cellular networks, PMR networks also consist of base stations, which are 
connected to mobile exchanges. PMR networks can be divided into three main 
categories: private networks, commercial PMR networks and public safety and 
security networks. 

Private networks are owned and operated by the organisations themselves. 
These networks may be relatively small, consisting of a few base stations 
covering a limited geographical area like an industrial plant, but can also cover * 
thousands of square meters like in the case of oil fields or power companies. 

Commercial networks are often also called Professional Cellular networks, 
because their operating philosophy is similar to commercial cellular networks 
such as GSM. The operator invests in the network and sells the PMR service to 
professional organisations such as transportation, taxi and bus companies, 
security services, courier companies and similar organisations, which need the 
specialised services provided by the PMR network. Professional Cellular 
networks are typically nationwide networks. 

Public safety and security networks are typically nationwide networks, which 
provide PMR communication services for police, fire, ambulance and other 
public rescue services. These network investments are typically financed from 
public funds. 
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Typical reasons to adopt PMR services are related to the need for special j 

functionality such as group calls, instant communications with a sub-second call j 

set-up delay, security and specialised dispatching services. The latter means j 

managing the organisation's field operations and related communications. For J 

public safety organisations, security is a fundamental issue and includes j 

authentication of the users in the network as well as encryption of the voice and j 

data communication itself. \ 

For many organisations, having control of their own network resources is 
crucial and in many cases PMR services also offer the lowest overall 

communication costs. c 



2.1 Push-to-taik operation 

Instant call connection and push-to-talk operation to set up a call is probably 
one of the most important features in TETRA. In cellular networks such as 
GSM, calls are mostly one-to-one i.e. individual calls, which are initiated either 
by dialling the called-party number using the phone's keypad or using the speed 
dial key. In both cases the call set-up time i.e. the delay from dialling until the 
called-party's phone starts ringing is typically in the range of a couple of 
seconds. The B-party has to press the answer button on his/her phone to answer 
the call. This kind of communication is too slow to match the quick pace of 
* communication needed by professional users such as police or firemen. 

In TETRA, a call is initiated with a push-to-talk button and connection is 
established in less than half a second. !n addition, there is no need to answer the 
call - the calling party can start talking right away. 
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2.2 Communicating in groups 

Anoiher differentiating feature between TETRA and cellular services is group 
communication. In addition to individual calls, TETRA also supports group 
calls. The members of the groups are predefined and a group may consist of 
tens or even hundreds of members. A TETRA handset typically has an easy way 
to select the group, typically by using a rotary knob or easy-to-use menu. 

The selected group is then the default communication group for the user. The 
call is initiated by pressing the push-to-taik button and all users who have 
selected the same group can hear the communication. 

Cellular services cannot provide group communication functionality. 
Conference calls in cellular systems arc not suitable for the fast-paced group 
communication needed in field operations by professional users. It is all too % 
clumsy to set-up and the number of members in the conference call is limited. 

In addition to predefined groups, a group can be created dynamically over the 
air during field operations. This is especially important in rescue operations 
where users from different organisations need to communicate together. The co- 
ordinator of the field operations, often called a dispatcher, can place the 
members into the dynamic group and the new group is created instantly over the 
air. The members of the newly created group get an indication that they belong 
to a new dynamic group and by selecting this group, they can start group 
communication immediately. 



2.3 Managing fleet operations - dispatching 

A dispatcher is a person who manages the field operations in a PMR network. 
Typically the dispatcher has a special graphical workstation i.e. dispatcher 
workstation, which helps to control the communication activities in the field. 

For example, in a police organisation the dispatcher manages the radio 
communication with the mobile units in the field, gives task orders and 
instructions and receives information from the field force either as voice or data 
messages. The graphical dispatcher workstation helps him to communicate and 
get an overview of the status of units in the field. 

The main tasks of a dispatcher are: 

• keep track of operations, the active members in the operations and if 
possible, the location of the units participating in the operations 

• steer the field operations in order to optimise the performance of the field 
force 

• follow and participate in intra- and inter-group communications and 
individual calls 

• allocate the most suitable units or groups for each task 
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exchange status and textual information with the radio users participating 
in the operations 

• create groups dynamically for special incidents 

• subscriber management and control of user rights 

Efficient dispatching is not possible without a graphical dispatcher workstation. 
The Nokia TETRA Dispatcher Workstation (DWS) supports all the necessary 
functionality and dispatcher tasks listed above. The communications activity in 
each group is shown in its own window, which makes it easy lo form an overall 
picture of field operations. The Nokia TETRA DWS also has administrative 
functions to create, modi fy and delete groups and control their user rights. 

The Nokia TETRA System has been designed to offer efficient dispatching 
facilities for both PSS (Public Safety and Security) and professional customers' 
organisations. The basic functionality serves both user sectors well, but in large 
public safety networks more advanced command and control systems are 
typically needed. 



2.3.1 Integrated command and control solutions 

In addition to the standard TETRA dispatcher workstation, the Nokia TETRA 
System offers products for developing customised command and control 
applications for integrated command and control solutions. One of these 
products is TETRA Communications Server (TCS). It provides the necessary 
communications and control functions needed to build complex dispatching 
applications and integrated command and control solutions. 

With TCS, third party applications have access to the NTS and are able to: 

• control TETRA voice calls 

• send and receive status and short data messages and callback requests, as 
well as messages based on a set of Short Data Service (SDS) protocols 

• manage group memberships 
* • manage groups 

• perform tasks related to dynamic data management, i.e. receive updates 
of data related to TETRA radio subscribers, groups and organisations 
from the Nokia TETRA exchange 

Third party command and control systems using the Nokia TETRA TCS 
interface are commercially available. 
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Security 



Commercial cellular services cannot provide the ultimate security needed by 
professional users. Security consists of several issues: 

Reliability 

Nokia TETRA can maintain effective radio communications in even the most 
extreme situations. Where other communications networks may fail, Nokia 
TETRA's fault-tolerant design can survive the failure of individual network 
components, and continue to provide an unbroken service. 

Availability 

In disasters, people's natural reaction is to call their relatives and friends. Public 
telephony and cellular services can become choked quickly. However, Nokia v 
TETRA has built-in priority mechanisms that can be set up in advance to 
maintain communication between critical rescue units. 

Authentication of users 

Authentication is a two-way procedure - on the one hand the TETRA network 
verifies that the terminal is authentic i.e. really belongs to the network and on 
the other hand, the TETRA radio makes sure that the network is authentic. 
Authentication takes place during registration i.e. when the radio terminal is 
switched on and tries to connect to the network. It consists of sophisticated 
message exchange between the radio terminal and the network. Authentication 
of all radios used in the network ensures that fake radios cannot be used. In 
addition, a TETRA radio can be removed from the list of accepted users as soon 
as it is reported stolen, so the stolen unit becomes useless. 

Secure communication 

Conventional analogue radio systems expose all communication to potential 
eavesdropping. Almost 100% of police forces worldwide still use analogue 
radio systems that offer no security against eavesdropping. Anyone can listen to 
police officers- communications with equipment that can be bought from a 
near-by shop. In Nokia TETRA, security is achieved through strict 
authentication of the radios used in the network and encrypted communication, 
which uses frequently changing encryption keys. These effectively prevent 
unauthorised access to the network and eavesdropping on communication. 

Direct mode operation and base station fallback 

Direct mode operation (DMO) is a special operating mode in a TETRA 
terminal, in which TETRA radios can communicate directly with each other 
without the TETRA network. DMO enables communication in areas where 
network coverage is not available, for example in the basement of a building, 
. where radio waves cannot propagate. This feature is very important for firemen, 
who have to communicate in extreme conditions. 

Base station fallback in turn enables communication within the coverage area of 
a certain base station if the link between the TETRA base station and TETRA 
exchange is lost e.g. due to cable damage. 



12(29) 



© Nokia Oyj 



SD114EN 
Issue 1 .0 



BNSDOCID- <XP 234577BA I > 



NOKIA 



Special features for professionals 



2.5 



Frequency efficient technology 



Frequency spectrum is a limited resource and hence frequency efficiency has 
become increasingly important. In a trunked radio system such as TETRA, the 
radio channels are in a common pool and the TETRA system automatically 
allocates the radio channels to the radio users at the beginning of each call. This 
automatic channel allocation from a common pool is called trunking and 
systems using this method are called trunked mobile radio systems. 

TETRA is based on digital Time Division Multiple Access (TDM A) 
technology. One 25 kHz wide TETRA carrier occupies four time slots or 
channels for communication. Old analogue systems are typically based on 
frequency modulation and one channel typically occupies either a 12.5 kHz or 
25 kHz carrier. Hence TETRA is two-to-four times more frequency efficient 
than analogue conventional systems. 

Nokia TETRA is available on three different frequency bands. In Europe the 
frequency band 380-400 MHz is reserved for public safety and security use. The 
41 0^30 MHz band in turn is reserved for commercial PMR use. 



Outside Europe, the 800MHz band has become a dominant frequency band for 
TETRA. 
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Data services in Nokia TETRA 



3.1 Instant access to data 

In addition to efficient voice communication services, Nokia TETRA provides 
versatile data services. These include short data similar to text messaging in 
GSM networks and status messaging, which is an extremely efficient way to 
send frequently used status information such as 'On duty', 'Off-duty', 'At 
lunch 1 etc. 

TETRA data can occupy either a single time slot (channel) or multiple time 
slots for data transmission. Single slot data provides approximately 4 - 4.5 
kbit/s net speed when using IP packet data transmission. In the future higher 
data speeds can be used using multiple time slots for transmission, the same as 
in GPRS. 

In daily authority communication, data volumes are relatively low and the data 
speed provided by TETRA covers more than 90% of the needs of professional 
users. The majority of the data applications consist of database queries, where 
instant access to the data and ease of use are more important than high data 
speeds. In TETRA, the connection set-up time i.e. transaction overhead is very 
short. This, combined with the ease of use provided by Nokia TETRA 
professional WAP, makes TETRA an efficient tool for professional users. 
Complementary technologies such as GPRS, 3G or WLAN can be used for 
specialised applications such as full motion video or high volume file 
transmission. 

TETRA also offers powerful Internet Protocol communications. TETRA can be 
used to send photos or other graphical information from the field to command 
and controls centres, or vice versa, to give additional information and a better 
overall picture of the situation. 
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Figure 1 . TETRA data applications open new opportunities in daily 
operations 



3.2 Professional WAP 

Wireless Access Protocol (WAP) is an open standard, which enables 
professional users to easily access Web-based information services on the 
Internet or intranet from the keypad and screen of their mobile radios. For 
example, a policeman can retrieve vehicle information by entering the license 
number of the car. The WAP service will return the requested information to the 
display of the radio terminal. Maintenance of WAP services is easy, because all 
applications are maintained in the WAP servers and hence there is no need to 
update the terminals individually if the application changes. 

Internet and intranet capability allows field officers to access authority 
databases to view vital information. TETRA's professional WAP service makes 
it easy to use applications with a radio terminal, without the need for external 
computers. 
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Figure 2. TETRA data services and professional WAP enable easy-to- 
use applications 



Professional WAP complements the effective group communication and 
dispatching features in TETRA. It reduces the workload of the dispatchers by 
giving users direct access to information without a dispatcher's contribution. 
Traditionally, a radio user calls the dispatcher who in turn retrieves the required 
information from a database using a separate computer. With professional 
WAP, the radio user can retrieve the information himself directly from the 
database and get the answer on the display of his radio terminal without 
dispatcher imcrvention. This not only reduces the dispatcher's workload but 
also frees radio resources for other communication. 



3.3 



Value added third party applications 



Third party applications complement the functionality and services in Nokia 
TETRA networks. The TETRA Wireless Solution Partner (TWISP) programme 
is an extensive Nokia TETRA partner programme, which makes detailed 
technical documentation, knowledge bases and simulator tools available to 
partners developing applications for Nokia TETRA networks. The TWISP 
programme and partner network also provides an excellent framework for 
global co-marketing and sales promotion. 
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3.4 Complete solution portfolio 

Professional TETRA customers look for a complete solution comprising the 
core network functionality complemented by add-on applications, which will 
provide a seamless working environment for daily operations. For example, in 
public safety networks, call recording, Automatic Vehicle Location (AVL) and 
information management are areas that need to be considered as a part of the 
overall system. Third party companies also help to integrate these diverse 
applications into an easily manageable integrated solution such as a command 
and control system. 

In commercial TETRA networks, third party applications and solutions help 
operators to differentiate themselves from competitors. Voice mail, AVU 
advanced dispatching, telemetry and diverse professional WAP applications are 
examples of these kinds of differentiating solutions. On the other hand the 
operator needs third party supportive applications to run the operator service 
effectively. This includes customer care and billing, call statistics and network 
performance analysis applications. 



3.5 TWISP - a worldwide network of solutions 

The Nokia TETRA Wireless Solution Partner (TWISP) programme helps third 
party application developers by providing them with detailed technical 
documentation about TETRA WAP, IP packet data and Application 
Programming Interfaces (API), such as the TETRA Communication Server 
(TCS), Customer Care API (CUS API) and Short Data Service Interface 
(SDSI). 

The TWISP programme makes detailed information, simulation tools and 
documentation about these interfaces available to the application development 
houses and system vendors. 

End user organisations benefit from the TWISP programme by getting the latest 
information about available solutions worldwide so they can select the best 
solution portfolio from among proven, tested solutions. 

The TWISP programme, which is free for certified partners and has no 
membership fee, already has more than 170 partners. More information about 
the TWISP programme can be found on the Nokia TETRA web pages. 
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From a system to a solution - The 
Whole Product 

In large public safety and security networks the radio communication system is 
an essential part of the overall solution. However, even more important is the 
seamless integration of all required subsystems into a working, easy-to-use and 
easy-to-manage solution. The spectrum of subsystems includes an advanced 
call-taking subsystem to handle fixed line calls, a variety of information 
management systems and databases, digital maps, automatic vehicle location 
system, call recording and finally the radio network itself with advanced 
dispatching and command and control system. The latter integrates the various 
subsystems into a more easily manageable entity for the dispatchers. 



4.1 Nokia TETRA - the wireless backbone of a public 

safety communication system 

Radio systems are still the backbone in a modem public safety and security 
network, because the field operations rely entirely on its functionality and 
reliability. The supportive systems mentioned above are imperative to carry out 
the field operations effectively, but many of these rely on the radio network in 
communication between the control centres and the field workforce. For 
example, an AVL system uses the radio network to transmit the vehicle location 
from the vehicle to the AVL system, radio users access databases using WAP or 
a short data service. The call recording system needs to interface with the call- 
taking system and radio system to record voice communication. 

For the above mentioned reasons, the radio system used in modern public safety 
and security networks must have the necessary open interfaces to connect 
external third party systems to the radio network and enable them to use the 
network services. The Nokia TETRA System has been designed to offer 
optimised interfaces for the subsystems. These include the Short Data Service 
Interface (SDSI), TETRA Communications Server (TCS) and Customer Care 
API (CUS API). 
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The 'Whole Product' thinking enables efficient and seamless integration of the 
Nokia TETRA System and the best subsystems and applications in the market 
into an optimised overall solution for the customer - the Nokia TETRA 
Solution. 
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5 Use of multi-agency networks improves 
efficiency and co-operation between 
authorities 

Until now, public authorities such as the police, fire and ambulance services 
have each operated their own regional radio networks. This makes co-ordinating 
emergency responses difficult, especially when an incident covers a wide area. 
Today's wireless technology now makes it possible to build a single nation- 
wide communications network shared by all the different agencies. Nokia 
TETRA is the ideal solution for these networks. 




Figure 3. Multi-agency TETRA network 



5.1 



Multi-agency use for seamless co-operation 

A single nationwide network makes it easier for different authorities to 
communicate seamlessly, but each authority must also be able to safeguard its 
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Meeting increasing demands - 
standardisation work continues 



The TETRA standard was introduced as the first truly open system standard for 
digital Professional Mobile Radio. It was developed by the European 
Telecommunications Standards Institute (ETSI) and has been rapidly adopted 
on other continents from the Americas to the Far East. TETRA has been 
developed together with the end user organisations to ensure it offers the best 
functionality. 

The standardisation work is continuing with additional features to build and 
improve upon the inherent advantages of TETRA, packet data transmission, 
spectrum efficiency, high voice quality and extensive coverage reach as well as 
inter-working with other official mobile communications standards, including 
GSM, GPRS and UMTS. 
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